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NANDHA ENGINEERING COLLEGE

(AUTONOMOUS)

VISION:

e To be an Institute of excellence providing quality
Engineering, Technology and Management education to
meet the ever changing needs of the society

MISSION:
e To provide quality education to produce ethical and

competent professionals with social responsibility.

e To excel in the thrust areas of Engineering, Technology
and Entrepreneurship by solving real world challenges.

e To create a learner centric environment and improve
continually to meet the changing global needs.

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
[ CYBER SECURITY]

VISION:
e To develop a pool of high caliber Professionals, Researchers
and Entrepreneurs in computing and cyber security to meet
the ever-changing needs of a secured society.

MISSION:
e To provide quality education to produce Computer Science
and Cyber Security professionals with social responsibility.
e To excel in the thrust areas of Computing and Cyber
Security by solving real-world challenges.
e To create a learner centric environment and improve
continually to meet the global secure computing needs.
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Dr. U. S. RAGUPATHY | v B
Principal |

It gives me immense

pleasure to welcome you all to

Nandha Engineering College
(Autonomous),an eco-friendly campus
that strives with a goal to attain
excellence by empowering students
with sound knowledge, wisdom and
experience. Our strength lies in creating
pleasant ambience with an excellent
infrastructure, qualified and
experienced faculty, commitment to
personal care, motivation to excel in
academic/extracurricular activities and
continuous interaction with industry.




Dr.S.PRABHU
Head of the Department ' . -
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It fills my heart with

immense joy to witness the

incredible excitement surrounding the
upcoming publication of the Cyber
Security Departments magazine. This
eagerly anticipated magazine  will
undoubtedly provide aspiring engineers
with a vast platform to showcase their
technical acumen and express innovative
ideas with pen and paper. In this moment
of celebration, | extend my heartfelt
congratulations to the dedicated faculty,
staff, and students who have poured their
tireless efforts into bringing this
remarkable  magazine to  fruition.
Together, they have crafted a
masterpiece that will undoubtedly inspire
and leave a lasting impact on all who
read it.







ZERO TRUST SECURITY

Zero Trust Security is a concept that focuses on the principle '61! _|
“never trust, always verify” when it comes to network security. In |
traditional security models, once someone gains access to the
network, they are often given broad access privileges. However, with |
Zero Trust Security, access is granted on a per-user and per-device |
basis, regardless of whether the user is inside or outside the network |
perimeter. Zero Trust Security operates on the belief that no user or
device should be automatically trusted, regardless of their locotionk
or previous access. It requires continuous verification of user identity,
device security posture, and other contextual factors before granting
access to resources. This approach helps mitigate the risk of
unauthorized access, lateral movement, and data breaches.
Implementing Zero Trust Security involves several key components.
Firstly, strong authentication mechanisms such as multi-factor
authentication are used to verify user identity. Secondly, network
segmentation is employed to isolate sensitive data and limit lateral
movement within the network. Additionally, continuous monitoring
and analysis of user behavior and network traffic are performed to
detect any anomalies or suspicious activities. By adopting Zero Trust
Security, organizations can enhance their overall security posture. It
helps protect against advanced threats, reduces the impact of
potential breaches, and provides granular control over access to
C‘)critical resources. While implementing Zero Trust Security may
require careful planning and coordination, the benefits in terms of
improved security are well worth it. Remember, it’s always important
to stay vigilant and adapt to the evolving threat landscape in order
to safequard sensitive data and maintain a secure network
environment. Stay safe and secure!

Roshini.T.M
I1-Year




Understanding Cyber Forensics
And
Investigating Digital Crimes

== =
Cyber forensics, also known as digital forensics, is a crucial field in the |
realm of cybersecurity dedicated to investigating digital crimes and |
gathering evidence to identify perpetrators. In simple terms, cyber |
forensics involves applying investigative techniques to analyze digital
devices, networks, and data to uncover evidence of illegal activities, |
such as hacking, data breaches, and online fraud. Digital crimes pose |
significant challenges because they often leave behind electronic traces
that require specialized tools and methodologies to uncover. Cyberg)
forensics professionals are tasked with retrieving, preserving, analyzing, |
and presenting digital evidence in a manner that is admissible in a court
of law. The process of cyber forensics typically begins with the
identification and preservation of evidence. This involves securing and
isolating the digital devices or systems suspected of being involved in
the crime to prevent tampering or alteration of data. Once the evidence
is secured, forensic investigators use specialized software and
techniques to create forensic images or copies of the digital storage
devices, ensuring that the original evidence remains intact for analysis.
Next, forensic analysts employee various techniques to extract and
analyze data from the forensic images. This may involve recovering
deleted files, examining system logs, and analyzing network traffic to
reconstruct the sequence of events leading up to and following the
commission of the crime. Advanced forensic tools and methods, such as
data carving and memory analysis, are employed to uncover hidden or
(‘)enorypted information that-may be relevant to the investigation. One of
the primary goals of cyber forensics is to establish a chain of custody for
' the digital evidence, documenting every step of the investigation to
ensure its integrity and admissibility in court. This involves maintaining
detailed records of how the evidence was collected, analyzed, and
preserved, as well as the individuals who had access to it throughout the
investigation proess.
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Jeevanantham S
I-Year




Flipper Zero is a portable multi-tool for pen testers and geeks
in a toy-like body. It loves hacking digital stuff, such as radio
protocols, access control systems, hardware, and more. It’s
fully open-source and customizable, so you can extend it in
whatever way you like. Flipper Zero is completely autonomous
and can be controlled with a5-buttondirectional pad without
additional devices, such as computers or smart phones. Main
features are available from the Main Menu. For more control,
| you can connect to Flipper Zero via USB and Bluetooth. Instead
of a TFT, IPS or OLED, we decided to build in a cool old-school




-
< /f,)
- ——
LED Monochrorme Display - .'%-:“;{:F- e
. " b _% Directional Pad & Back Button
_— 0~
GPIO Headers '.
Sub-1 GHz Antenna
1 m USE Type-C
Low-power MCU
L MicroSD Card Slot

2100 mAh Battary
IR Tranzscekver

iButton Pad - Antenna Board

The features that it offers over a wide range of cyber

techies that have their eyes on this one is
e Sub-1GHz Transceiver
e Customizable radio platform
e Low-frequency proximity cards
e NFC
e High-frequency proximity cards z
e Bluetooth
e Infrared Transmitter
External storage for apps and data
iButton -
Completely Autonomous
SPI, UART, 12C to USB converter

Flashing and debugging tools
Fuzzing tool.

M.Rahul Aravindh

lI-Year




CYBER SECURITY FACTS

The worldwide information security market
is forecast to reach $170.4 billion in 2022.

4 million files are stolen every day — that’s
44 every single second

Around 95% of cloud security failures are
predicted to be the customer’s fault

The Netherlands has the lowest cyber
crime rate, whilst Russia has the highest
Email is the primary entry point of 94% of
malware attacks

The global average costs of a data breach is
$3.9 million across SMEs

Data Breaches in the United States Cost
Twice as Much as the Global Average
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Siranjéev D
I-Year

“Protecting your transactions,
safeguarding your peace of mind.”




“Protect your data,
one password at a time”

e

Kavya Sri.M
lI-Year
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“If its known, its manageable.
4 ? If its well-known,
| Its actionable™
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HACKER

‘Cybersecurity is the practice of
protecting internet-connected

- systems such as hardware, software
and data from cyberthreats”

SakthiVel.G
Il - year




N.J.kaniska
1- year
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MALWARE INFECTION
CREDIT CART
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“In the digital battlefield,
our shields are strong safeguarding

g ? online payments from threats”
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Ragavan.S
I-Year




FERENALL

CYBEH
SEC URITY

“Security used to be an inconvenience
‘1; sometimes, but now
it’s a necessity all the time”

A G.MONIKA

_ . :I-YEAR .
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“Your password, your first line of defense.
Don’t let your password be the weakest link”

Vinuprasanth
|- Year
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cybersecurity isn’t an option
- it’s a necessity”

L | CIBER SAFETY 3
! URITY
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“In the world of online puyments;

Tamilselvi.N.V
I1-Year







@\ g 2 esrHsTesT CLITSHILOTLD!
@5l 2 T8 & meT CILMWGICUITS (S
@\ Losvev!
D 6075 6U(HMRIGITEV 6UITLPE 6085855 T60T LI(LD )
H& G0 @ILLD!
@\ 5| 2 60T eumpeUailev CleuMMISSTT USFHS
6UMTE6V)!
@mGs kG LOIMIGLD NV IISFFaL T
D 60T LD6OTG,| 2enF6V!
@mGss 2 60T HMMEY|SHSHTEOT @ ME 605

6UIT6BTLD 6U&LILI(HLDOIWIED)|LD @6V 608
CrT&sE b @uiniglesTrev HTensr!
2 _60T6UMLPE60&H0IWen)| LD L HGHTLLSSH6V
'tﬁ B L Lo6TLD CleumMIGlWwies) LD 26 Eh&6u!
wi




LD (@h&EIT
LDMBIG 6T S 60T LOM)| GILILIT LD(6H&6IT!
GIFLDLD6BIT (5601Lp5S ©l&fleument Hlevs Slev
ClFWEILITET BIM&SSH 6V Ol&FLHIS &L LD (EHE6IT!
Cl&BTHG C&ETHHTW (F6VEL H60LPHSH
BISSWL Brbleuy G&etfljhs Ehseer!

&) (IHLOETITLD L|G|L065168T &) (HENILDIT 6TSHeV|LD
&S\(HeN6IT S () L63T (P&H6VILLD 618 & (& LD LoEehFGerT!
GCoHWISSHTEY|LD C&HT6Y SH6TTENLD 2_65)LIEL6TT
STWHSTEY|D SNBSS (T GlLI(HEOLD 2 601 WI6U6T!
LO(HHSTUL, 2_650T6UM LD&I6BILD Gl LIMM MU
BMIHG&H 60T ClFWIwLb HeVEIeVEVTLD [H ClFWwgmul!!
2 60LP5HS 2 Lp6eUl 2 6ULIL|L6sT GUITMM 2 Lpeuy
S(HBIT6T GCILITHISHEV [HE0T6TTEI 16V

Loeh &G (LpsaT euiflenaulGev GamiyesorLomu!!
S F UL 60T H6V[HG| SILF6NS
LDO6BBTLO& & 61T LHg| LITELDM GTeu!!!
FopLumi 2 eu&lev &FJ Glumm) eumpeumui!!!
@UGUFULL (@EHEF6TS)
eTRIG6T FGITLLY6V 691606 HSSTLD !!

@) [T IT. 22607601 | 6L ITE 60T
(&) [T 600T L IT LD 2, 600T ()




Geurb & 6ot 6169

Siwensbwmh YVmBEI...
(W60 &GWIT(H 6USTTHE!. ..

S (Wen&swim(h ueTerfls g Glasrm)
& (HLOLIGVEN & U6V S6voT6001 ) CISFTLL...
SJLILIMT... QDLOM... 6T60TM)| HIMISHE...
mevoTLIT&SGeTT(H Gleuuiledlen allememuimigul...
LI6Terfl&&meuld 3 (Lems Gwim(h)

N B&I L6tTesTenHUN6Y 6lgUIg)...
LesTesTem & GWIm(h &6VeVTifl L, eV HS S
&H6V6FGFTenLUING6V...

L, el6v &M&HeV GgHesr 2emmMIugl(H&S...

Gamemnevuilest MI6sHCISTLL [HIT6DT ...
Gaevfleot sremeuwmlwim GeubGg60r... eT6oT
6u6Vl.. euifl eulwimey
6UL9EHE (LPLeWITE 616V..
eflf).. suflwimey ..

LI [T 600t | & [ 60T . &) [ IT
(@) [T €00T L_IT LD 2, 6007 (b




DESIGNER BOARD

Dr.S.Prabhu
HEAD

EDITORIAL BOARD
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Mrs. S. Krithika  Bharani dharan.R  Jananivasan.R
AP/CSE(CS) lI-=Year lI-Year




FACULTY

MEMBERS

Mrs.B.RajaRajeswari Dr. N. Nagajothi
HOD AP/CSE(CS) AP/MATHS

Mrs.S.Krithika Ms.K.M.Madhumitha! Mr.M.Santhosh Kumar
AP/CSE(CS) AP/ENGLISH AP/cSE(CS)




SUPPORTING STAFF

Gokul.S

OFFICE BEARERS

9

‘ v
Haris.K
Secretary

Varishini.S
Join Secretary

l.."iﬁfm
Bhanuja.K Dayanithi.S.V
Treasurer Join Treasurer
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Rahul Aravindh.M Jerom Pal Singh.D
lI-Year lI-Year




